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Research and Applications of Social Graph Methods for 
Malware Detection  
 
Abstract 
The proliferation of malware has presented a serious threat to internet security, 
and made traditional signature-based methods be not able to analyze and process the 
massive data timely and effectively. The development trend of malware motivated 
many research efforts in intelligent malware analysis, where data mining used for 
malware detection. Currently most of data mining methods on malware detection 
make use of file contents extracted from the file samples. However, besides file 
contents, relations among file samples is always associated with many malware, can 
provide invaluable information about the properties of file samples, which may 
improve the malware detection results. Social graph is a popular way to present a set 
of socially-relevant nodes connected by one or more relations. It can well present the 
relations/dependence among file samples. Therefore we propose to use social graph to 
study how well file relations will improve malware detection results. 
In this thesis, we focus on research and application of social graph methods to 
malware detection. A novel malware feature extraction method and a novel malware 
detection method based on the social graph are proposed. The methods have been 
applied on a real detection platform successfully. The researches and the majority of 
our contributions can be summarized as follows: 
1. Proposing a novel feature characterization method based on interrelated 
relations between the PE files;  
2. Researching on the feature extraction and feature selection in PE file social 
graph, and proposing a novel malware detection method using support 
vector machine; 
3. Developing a massive data oriented malware detection system, which is 

















classifiers. The system is successfully used to analyze the massive samples. 
Results show that the system can effectively detect the malware from massive 
samples, and provide an instant corresponding and comprehensive security system. 
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